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1 Introduction
1.1 Intended Audience

This document is intended as a guide for entities required to submit contracts to the
Pennsyl vani a Tr e-blmanywgbsitBTehe specificparposedsso clarify
the deps required to access anddo@nto the website, upload new documents, amend
documents already existing on the website, and manage agency user rolls.

1.2 Background

This document is the Agency User manualtfdn e Pennsyl vani a Treasury
e-Library. In accordance with Administrative Code Act 3, Chapter 17 newly enacted
Rightto-Know law (RTKL), the Treasury Department is required to create and

administer an Interndiased publicly accessible databéesséibrary) that requesters can

utilize to obtain information about contracts entered into on or after July 1, 2008 by state

and stateaelated agencies subject to the provisions of RTKL.

The | aw requires that any ndesomaltormaxedof i nvol vi n
any kind or description or any contract for personal services where the consideration

involved in the contract is $5,000 or more, a copy of the contract shall be filed with the

Treasury Department within ten days after the contracilis éxecuted on behalf of the
Commonwealth agency, legislative agency or judicial agency or otherwise becomes an
obligation of the Commonweal th adé&enatgy, | eqgi s
Bill No. 1, Chapter 17; Section 1701

All Commonwealthagencies, legislative, and judicial agencies have ten days after a
contract is fully execut ed -liorary. Thetoatradt he contr
data collected will be retained and made available to the public. The requirement for
submissiorpertains to contracts executed on or after July 1, 2008. Agencies are directed

to submit contracts that have been redatasdefined belownot only of personal

identifiable information, but also in thirty areas specifically defined within the Senate

bill.

1.2.1 Redaction

Agencies are required to subraeightspecific contract summary itemalating to each
document.To facilitate file system management, the Treasury Department is requiring
that agencies also submit unique numbers for each docunieatiag to the system.
Documents may be uploaded in either a partially redacted or fully redacted version.

1.2.2Partially Redacted Documents
Partially redacted documents must maeHIPAA compliance standardd.there is a

public request for a doawent that is partially redacted, tReght-to-Know officer of the
agency responsible for that document will be informed that a fully redacted version of the



document must be uploaded to the website within two business|ddug. fully
redacted documetias not been uploaded, then the system will make the partially
redacted version available.

1.2.3Fully Redacted Documents

When a fully redacted version is uploaded into the system, a secondary redaction
screening mechanism will be employed to detecptheence of defined text patterns
that ma require additional redactiofithis screening will be limited in scope, and will
not redact or alter the document in any way.

Below are webites ready to assist.
Remove sensitive information from Microsoft Watdcuments and PDF documents

using Adobe Acrobat.
http://www.adobe.com/acrobat/pdfs/Redaction.pdf

Redacting and combining documents in Adobe Acrobat.
http://www.adobe.com/be_en/actiuse/tuts.html

Create accessible PDF documents. (Please pay special attention to section 5.)
http://www.adobe.comreerprise/accessibility/pdfs/acro6 _pg_ue.pdf

Create PDF documents from a scanner or clipboard.
http://www.adobe.com/designcenter/acrobat.articles/acr7ct.createpldf.ht

ASearch for Public Contracts
AFAQs
AHelp

AGlossary
AContact the Contractslabrary Administrator

AAgency Rightto-Know Officers(.pdf)
ARight-to-Know Law (.pdf)
AContracts Prior to July 2008
ADisclaimer

AAgency Login
AAgency Resource Page



http://www.adobe.com/acrobat/pdfs/Redaction.pdf
http://www.adobe.com/be_en/active-use/tuts.html
http://www.adobe.com/enterprise/accessibility/pdfs/acro6_pg_ue.pdf
http://www.adobe.com/designcenter/acrobat.articles/acr7ct.createpdf.html
http://contracts.patreasury.org/search.aspx
http://www.patreasury.org/Right-to-Know/RTKFAQ.htm
http://contracts.patreasury.org/Help/Help.html
http://www.patreasury.org/Right-to-Know/RTKGlossary.htm
http://www.patreasury.org/Right-to-Know/RTKContact.htm
http://www.patreasury.org/Right-to-Know/documents/RTKOfficers1.1_124.pdf
http://www.patreasury.org/Right-to-Know/documents/RTKLSenateBill1.pdf
http://www.patreasury.org/Right-to-Know/RTKprejuly.htm
http://www.patreasury.org/Right-to-Know/RTKDisclaimer.htm
http://contracts.patreasury.org/Admin/
http://www.patreasury.org/pacontractsagencyinfo.htm

2 The PennsylvanidreasuryDepartmerd s We b si t e

You can access The Pennsylvania Treasury D
www.patreasury.org On the left navigation bar click the PAracts
link to access PA Contractslérary home pagéSee figure 1)
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Address @j hikkp: ffvn, patreasury orgf

Treasury News & Info

YWelcome to Treasury's Web site. |invite you to learn more about the key functions,
programs and services we provide to all Pennsylvanians.

My staff and | are warking hard on your behalf to lead the change in the way treasuries
do business by increasing the efficiency, accountability and transparency of our
operations. Jur newest service, Pennsylvania Contracts e-Library, provides an
extraordinary level of accessibility to public information by offering an online centralized
source of comprehensive information about Pennsylvania government goods and
serices contracts. YWe are proud to provide this serice as part of our continuing
commitment to good governance.

Treasury and its employees are accountable for safeguarding the financial assets of all
Fennsylvanians, serving as custodians, investors and disbursers of the
Commonwealth's funds. Treasury also helps Pennsylvanians achieve financial success
through a variety of programs like the nowl) College Savings Program, the
KeystoneHELP low-interest loan program, and the [MYEST program for local
governments and nonprofits. | encourage you to search our Unclaimed Property
database —we are constantly warking to help Pennsylvanians claim what is theirs.

Robh McCord, Treasurer

What's New At PA Treasury Department

02/05/2008 Don't Toss That Letter, You May Have Unclaimed Property!

g‘] & Internet



http://www.patreasury.org/

3 Access to PA Contractslabrary Home Page

You can access PA Contractsibrary home page through the left navigation bar at

www.patreasury.org To open the home pagdick the PA Contracts-Library link

shown infigure 2.
3.1 Contracts d.ibrary Home Pagé¢See fgure 2)

3.1.1 Search for Public Contracts
FAQ®
Help

Glossary
Contact the Contractslabrary Administrator

Agency Rightto-Know Officers(.pdf)
Rightto-Know Law (.pdf)

Contracts Prior to July 2008
Disclaimer

Agency Login

3.1.2 Important Notices

A The Pennsylvania Treasury Department - Microsoft Internet Explorer, provided by P4 Treasury Department

File Edit Vview Favorites Tools Help

\ Al @ < ) - ﬁ 34
OBack M | \ﬂ IE' | Search L;/\.;‘Favnr\tes 6:‘( = ﬂ .4"

Address @ http: ffiene patreasury . orgfRight-ta-knowR TKWelcome . htm
Tea:

v GD Lirks **

PENNSYLVANIA CONTRACTS e-LIBRARY

Thank you for visiting the Pennsylvania Contracts e-Library, a2 new, online
centralized source of comprehensive information about Pennsylvania
government goods and senvices contracts

This e-Library is hosted by the Pennsylvania Treasury Department as a way of
making contract information available to the public, free of charge. This site is
designed to provide helpful information about the e-Library, as well as useful
tools and tips to assist users in finding information responsive to their inquiries.

The Treasury Department is dedicated to making its information and operations
mare accessible to all Pennsylvanians.

= Search for Public Contracts

= Glossary
» Contact the Contracts e-Library Administrator

= Agency Right-to-Know Officers (. pdf)
= Right-to-Know Law [ pdf)

= Contracts Prior to July 2008

= Disclaitmer

= Agency Login

= Agency Resource Page

IMPORTANT NOTICES

Property + Many Pennsylvania state go fes are required by the Right-
to-Know Law ("RTK") to submit information ahout contracts executed on
P T Y P T i = P Sy S I PO )

~

O Internet



http://www.patreasury.org/
http://contracts.patreasury.org/search.aspx
http://www.patreasury.org/Right-to-Know/RTKFAQ.htm
http://contracts.patreasury.org/Help/Help.html
http://www.patreasury.org/Right-to-Know/RTKGlossary.htm
http://www.patreasury.org/Right-to-Know/RTKContact.htm
http://www.patreasury.org/Right-to-Know/documents/RTKOfficers1.1_044.pdf
http://www.patreasury.org/Right-to-Know/documents/RTKLSenateBill1.pdf
http://www.patreasury.org/Right-to-Know/RTKprejuly.htm
http://www.patreasury.org/Right-to-Know/RTKDisclaimer.htm
http://contracts.patreasury.org/Admin/

3.1.3 Agency Resource Center (See figure 3)

3.1.3.1Agency Resource Centésee figure 3)
News and Event&See figure 3)
Help: Agency FrequentlAsked Questions (See figure 3
page 9)
Useful links (See figure,3age 9
Technical Information (See figure Bage 1)

B To1)

OBack A > \ﬂ |EL| ;‘] /-‘: Search ‘:1\7’ Favorites T &8 ﬁ - ﬁ ‘i‘i
Address ﬂj http: s, patreasury . org/pacontracksagencyinfo.htm A4 Go  Links *
PENNSYLVANIA CONTRACTS e-LIBRARY b’

> Agency Resource Center

News and events <«
+ Agency User Conference
Date: Wednesday, August 27, 2008
Time: 1:30 pom. - 3:00 pom

Location: Rachel Carson State Office Building Auditarium
A00 Market Street
Harrisburg, PA 17101

Agenda:  1:30 p.m. - Treasury staff presentations
- Update on recent issues
+ Planned enhancements
- Systern administration instructions

22300 pom. - Cpen forum for all participants
to share ideas

Remote participation via the Internet:
= Event address for attendees
hittps:/ipatreasury. webey. compatreasur
fonstage/y php?d=611955184t=a
= Call-in toll-free number (US/Canada): BEE-659-3239
= Event number. 661 195 515
= Event password: Treasuryl
= Panelist password: The Event has no Panelist Password
= Host key: 824173 (Use this to reclaim host privileges )
= Host key: 824173 (Use this to reclaim host privileges )

Q Inkernet

Fig 3



Microsoft Internet Explorer provided b

Treasury Department

File Edit Wiew Favorites Tools Help 4

eBack M 2 | \ﬂ @ h /_' Search \_‘;‘\L(Favor\tes {‘} <] ~ ; .ﬂ = _J ﬁ ‘3
Address @jhtt T, patreasury  orgipacontractsagencyinfo.htm

Links >

L Go

= Uall-m folHree number (U= anada); ohb-EEE-3239

= Event number. 661 195 515

= Event password: Treasuryl

= Panelist password: The Event has no Panelist Password
= Host key: 824173 (Use this to reclaim host privileges.)

= Host key: 824173 (Use this to reclaim host privileges )

>

nowll College Savings Heip

dl
-
Program

» Right-to-Know Yebsite Agency Users Manual (. pdf)

= Agency Frequently Asked Questions (.pdf)

- = Agency Briefing Powerpoint (. ppt)
Better Choice: Payday

Lending Alternative

d
+ Useful links - Need help with™
KeystoneHELP Program

Keystone Green
Investment Strategy

PA Invest Program

Savings Bonds
Bonds

Safely removing sensitive infarmation from Microsoft Word
documents and PDF documents using Adobe Acrobat?
http: /s, adobe. com/devnet/acrobat/pdfefRedaction. pdf

Redacting and combining documents in Adobe Acrobat?
hitp:ffwnvi. adobe. com/be_enfactive-usedtuts html

Creating accessible PDF documents? [Please pay special
attention to section 9)

http: ffarw adobe. camnfenterprise/acce ssibility/pdfs’
acrob_pig_ue pdf

Creating POF documents from a scanner or clipboard?
http:/fwrsw. adobe. comidesigneenterfacrobat/articles!
acrfct_createpdf himl

Mote: By clicking on these links, you will be redirected to & page unaffiisted
with the Pennsiivania Treasury Department

£

@‘] & Internet
Fig 3 continued




easury Department - Microsoft Internet Explorer, provided b Treasury Department

File  Edit Wiew Favorites Tools  Help

eBack < L/j \ﬂ @ 7;)] /:__\’ Search '*it(Favuntes @

“

o ®E-Jd 3

= Useful links - Need help with:
KeystoneHELP Program
Keystone Green Safely removing sensitive infarmation frorm Microsoft Word
Investment Strategy documents and POF documents using Adobe Acrobat?
PA Invest Program hitp: (fww. adobe. cam/devnet/acrabat/pdfs/Redaction. pdf

Savings Bonds
i Redacting and combining docurments in Adobe Acrobat?

http: S adobe. camfbe_enfactive-usedtuts htrnl

Creating accessible PDF documents? [Please pay special
attention to section &)

http:/fwrsew. adobe. com/enterprise/accessibility/pdisd
acrofi_pg_ue.pdf

Creating PDF documents from a scanner or clipboard?
http:/fwrww. adobe. comidesigneenterfacrobat/articles!
act?ct_createpdf himl

NMate: By clicking on these links, you will be redirected to & page wnaffiliated
with the Pennsyivania Treaswy Department.

. . —
Technical Information
= FTP Specifications (. pdf) Revised June 24, 2008
= ETP Production Instructions (. pdf)

= Conceptual Design (. pdf)

€

. Inkernet

Fig 3 continued



4 Search for Public Contracts

4.1  Searcimgfor public contratstakes the public uséo thecontracts search
page. There are no logn requirements for the public.

5 Agency Login

5.1 Agency login takes the agency user to flifgecure Logino page to
access user
functions(See figures).

5.2 First Time LoglIn

5.2.2 To utilize this system for the first timgour email address and a
temporary passworarerequired.

E BEH
OBack A > \ﬂ |EL| ;‘] /-‘: Search ‘E.E\T;’Favuntes 6’-‘? T &3 ﬁ - ﬁ ‘i‘i

v Bl ks

PENNSYLVANIA CONTRACTS e-LIBRARY

Please LOGIN

Ernail Address
/;swnrd

e Forgot your password?

For security reasons your ip address (2033542 treas.Joi - 10.1.10.9) will
be logged.

@1 - #® Internet
Fig4

1C



5.3  Getting Your Temporary Password

5.3.1 To add modifyor delete agency usegour agency Righto-
Know Officermust forward your first and lasame, email address and
office phone number to Treasury Bureau of Contradtbery at
contractinfo@patreasury.arg

5.32 A temporary password will bemailed to each user to allow

initial system acess. Eacforwardedpasswords a unique, secure,
systemgenerated password which the agency user may copy and paste
into the password textbox of the logpage. The initial logn by the
agency user will generate a required password reset.

6 How to ResetYour Password

6.1 Forgot Your Passwof{See figureb)
3 - [5]x]
OBack M - | \ﬂ Iil-' ;‘] /-‘: search :\?‘ Favarites 6;‘5 T e ﬂ - ﬁ :‘S

fddress @] http:ffcontracts, patreasury org/Admin - a Go  Links ®
v

PENNSYLVANIA CONTRACTS e-LIBRARY

LI
it Tr

Please LOGIN

Email Address

Password

Treasury Investment
Center Forgot your password?

For security reasons your ip address (8033542.treas. fcl - 10.1.10.9) will
be logged.

g‘] & Internet
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mailto:contractinfo@patreasury.org

6.1.2 If you forget your password, a link exists on the-iogage titled

AFor got Your P aos thiwlmk wlll?2aée yould aipagé& i n g

that requiregnteringyour email addres¢See figure6). Click iSendE-

mailo buttonand the system will generate a new tempopassword

which must be reset at timatial log-in. Input the gstem generated

password i nt e s ivb(8ee figire 8, pagenlbpx Ifetore

creating younewpassword Your newpassword must be a minimum of

seven charactersThen reenter the new passwonttot he A Conf i r m
Passwordo, aodhel isyktiethpadvatt é propagat e
Password changedo message automaticall
reset. All subsequentlagns wi | | bypass the AChange
and take you directly to the Control Panel page.

E - [2]%]
OBack M > | \ﬂ |EL| ;\I /-‘: Search ‘g“l\T;‘Favnmtes 6’-‘? A ﬂ - ﬁ ‘:“S

Address ﬂj http:ffcontracts. patreasury . org/Admin/Password/ForgatPassword. aspx
5

PENNSYLVANIA CONTRACTS e-LIBRARY

/ease LOGIN
Ernail Address
® peckiolein

For security reasons your ip address (2033542 treas.lcl - 10.1.10.9) will
be logged.

g’] Done #® Internet

Fig 6

12



7 Control Panel Functionality

7.1  Agency User Control Panel
The agency user Control Panel is showfigare 7 below. It provides links to the
AUpl oad CootNeaewtGortAracts to the System),
(To Attach an Amendment or PO) pagddis pagas the gateway to virtually all
agency user interaction with the system.

Also located on thipage are links té lsangepa s s wo r d ¢o fafna@. Al o g

Fig 7

13



